
A name can be more dangerous than a weapon when it reaches the wrong hands. A 
government may know that someone inside its intelligence service is passing 
information to another country, yet remain unable to identify that person. One employee 
with access to the right file can change that. The employee copies a name, delivers it 
secretly, and receives payment. Elsewhere, someone is arrested, interrogated, 
imprisoned, or executed. The exchange itself may have involved no physical violence. Its 
consequences can destroy a life. Espionage becomes easier to understand when the 
attention moves away from the glamorous spy and toward the information being taken, 
the trust being violated, and the people who will bear the cost. 

Espionage is the secret gathering or obtaining of protected information for another 
government, organization, or competing interest. In its most familiar form, it involves 
obtaining another country’s military, diplomatic, political, or intelligence secrets. It can 
also concern industrial research, business methods, or the identities of dissidents. The 
central purpose is to obtain knowledge that the holder has not agreed to share, usually 
while concealing the activity or the relationship behind it. The information provides an 
advantage: advance knowledge of a decision, access to a technology, the location of a 
person, or an understanding of an opponent’s capabilities. A spy may never steal an 
object that anyone notices is missing. Information can be copied while the original 
remains exactly where it was. 

The value of a secret depends on what someone can do with it. A military deployment 
plan can reveal where an attack is expected. A diplomatic briefing can disclose the 
concessions a government is prepared to make before negotiations begin. A research file 
can allow a competitor to bypass years of expensive experimentation. An intelligence 
officer’s identity can expose the people who have met with that officer. Even an 
apparently ordinary document can become significant when combined with other 
material. A calendar, a personnel list, and a travel record might collectively reveal a 
relationship that none of them proves alone. Espionage often concerns assembling a 
picture from fragments rather than finding one spectacular document labeled with the 
entire truth. 

Intelligence is the broader concept. In this context, intelligence means information that 
has been collected, evaluated, and interpreted to help people make decisions about 
threats, capabilities, intentions, or opportunities. Much of it comes from public material: 
speeches, scientific papers, commercial records, news reports, satellite imagery sold 
commercially, and other available sources. Espionage is one means of obtaining 
information within that larger enterprise. A government analyst reading public economic 
statistics is doing intelligence work without necessarily engaging in spying. This 
distinction prevents an important misunderstanding: secret agencies do not acquire all 
their knowledge secretly, and possession of secret information does not automatically 
produce a sound understanding of events. How the intelligence process works 
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Consider an invented example. An employee reports that a neighboring country has 
ordered additional military fuel. That report is information. Analysts must still determine 
whether the purchase supports an invasion, a scheduled exercise, emergency reserves, 
or routine replacement of supplies. They examine other evidence and assess competing 
explanations. If they immediately decide that war is imminent, they may transform a true 
observation into a false conclusion. Analysis is the disciplined work of deciding what 
information supports, what it does not support, and what remains uncertain. A reliable 
source can misunderstand what was witnessed. An unreliable source can occasionally 
provide something accurate. The person and the claim both require evaluation. 

Several words help clarify the people involved. An intelligence officer is generally a 
professional employee of an intelligence service. A case officer manages relationships 
with human sources; a handler is the person directing or maintaining a particular source 
relationship. An agent, in much intelligence terminology, is a recruited person who 
supplies information or performs tasks, although agencies use the word differently—the 
FBI also calls its own investigators special agents. An informant provides information, 
often from inside a group or community. An asset is a broad institutional term that can 
refer to a useful person or resource. When that asset is human, the vocabulary can 
conceal the moral reality. A report may describe the loss of an asset when the event 
being described is the imprisonment or death of a person. 

A mole is a concealed source inside an organization who serves another interest over 
time. The person may have joined with that intention or may have been recruited later. A 
double agent is more specific: someone who appears to work for one intelligence service 
while actually cooperating with another against it. These terms are frequently blurred in 
entertainment. Their importance lies in the relationships they describe. If a government 
believes it is receiving information from a trusted source, but an opponent controls what 
the source delivers, the government can be deceived from inside its own collection 
system. It may spend considerable effort protecting a channel through which someone is 
deliberately misleading it. 

Counterintelligence is the work of detecting, understanding, and countering hostile 
intelligence activity. That can include identifying a mole, protecting sources, 
investigating suspicious access to information, and recognizing attempts at deception. It 
is therefore concerned with the security of knowledge and the reliability of relationships. 
Counterintelligence also creates an uncomfortable problem: the people assigned to 
protect secrets may themselves receive unusually broad access to them. Their jobs 
require them to understand how investigations operate, which sources exist, and what 
weaknesses an opponent might exploit. When one of those people betrays the 
organization, the damage can extend far beyond the theft of an isolated file. 

People participate in espionage for different reasons. Money is prominent, but ideology, 
resentment, ambition, fear, affection, coercion, and the desire to feel important also 
appear in documented cases. An ideological recruit believes that helping another 
government serves a political or moral cause. A financially motivated recruit may view 



access as something that can be sold. Someone under coercion may be threatened with 
exposure, prosecution, or harm. Motives can overlap and change. Explaining the 
pressure or desire behind an action does not settle its morality. It does, however, help 
explain why relying on a person’s salary, patriotic statements, social standing, or 
apparent respectability provides an incomplete picture of risk. 

Espionage also needs to be separated from activities that can accompany it. Surveillance 
is observation or monitoring; depending on the circumstances, it may be lawful, 
unlawful, overt, or secret. Sabotage deliberately damages or disrupts something. A 
covert influence operation attempts to shape events while hiding the sponsor’s 
involvement. Disinformation is false or misleading material spread deliberately to 
deceive. A single operation can combine these activities, but collecting a person’s 
correspondence, forging a letter in that person’s name, and arranging the person’s arrest 
are different acts. Keeping the distinctions clear makes responsibility easier to identify. It 
prevents every secret government activity from being placed into one vague category. 

The legal meaning also depends on the country and the particular offense. In the United 
States, one major espionage provision concerns communicating national-defense 
information with intent or reason to believe it will injure the United States or advantage a 
foreign nation. Economic espionage law separately addresses specified theft or misuse 
of trade secrets intended or known to benefit a foreign government, instrumentality, or 
agent. A trade secret is commercially valuable information kept secret through 
reasonable protective measures. Reading a competitor’s published patent is different 
from bribing an employee to obtain confidential research. The distinction turns on the 
information, the conduct, and the relevant legal requirements—not simply whether 
someone gained a competitive advantage. National-defense espionage law, economic 
espionage law 

Aldrich Ames demonstrates how access to human identities can become a commodity 
with fatal consequences. Ames was a CIA officer with extensive experience involving 
Soviet intelligence. In 1985, he began providing secrets to the Soviet Union, later 
continuing his betrayal after the Soviet collapse. He received millions of dollars. Among 
the information he supplied were identities of people secretly cooperating with Western 
intelligence services. Some of those people were subsequently executed. Ames was 
arrested in February 1994, pleaded guilty, and received life imprisonment without parole. 
The essential facts do not require a cinematic chase: a man entrusted with sensitive 
relationships sold information that helped an adversary destroy them. The FBI’s Ames 
case history, reporting on the people he exposed 

The phrase “he sold secrets” is inadequate unless the secrets are made concrete. A 
recruited source may spend years supplying information while appearing loyal to the 
employer or government being penetrated. That person’s safety depends partly on the 
recruiting service protecting the relationship. Ames had access within that protective 
system. His disclosures could tell Soviet authorities whom to investigate and what 
activities to examine. The betrayal therefore reached across several relationships at 
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once: his obligation to his employer, his colleagues’ work, and the reliance of people 
whose exposure could carry a death sentence. He could receive money far from the 
places where the human consequences unfolded. 

There was also an institutional cost. When several sources disappear, an intelligence 
service loses information and must determine why the losses occurred. Were 
communications intercepted? Did surveillance expose a meeting? Did one captured 
source identify others? Was there a mole? Each possibility can require investigations, 
suspended operations, and revised procedures. Even after the betrayer is caught, the 
organization must assess which earlier reports remain trustworthy and which sources 
may have been controlled by the opponent. A successful penetration can damage 
confidence in years of work. The stolen information and the uncertainty created by its 
theft are separate injuries. 

Robert Hanssen’s case makes the counterintelligence problem even sharper. Hanssen 
worked for the FBI, including in positions involving the detection of foreign espionage, 
while secretly providing information to Soviet and Russian services. The Justice 
Department’s inspector general identified separate periods of spying beginning in 1979 
and continuing, with interruptions, until his arrest in February 2001. He received more 
than $1.4 million in cash, funds, and diamonds. His disclosures compromised human 
sources, investigations, and sensitive technical operations. He ultimately pleaded guilty 
and was sentenced to life imprisonment without parole. His assigned role placed him 
inside the very machinery that was supposed to prevent what he was doing. The FBI’s 
Hanssen case history, the inspector general’s reconstruction 

The official review is particularly valuable because it moves beyond describing Hanssen 
as exceptionally cunning. Investigators identified serious weaknesses in supervision, 
information security, and the handling of warning signs. Security violations were 
inadequately documented, and sensitive access was insufficiently controlled. The search 
for the unidentified spy also focused for a substantial period on the wrong person at the 
CIA. These findings matter because a story centered entirely on a brilliant criminal can 
hide preventable failures. Hanssen’s deception was real, but it operated within conditions 
that made his conduct easier to sustain and harder to detect. 

His case explains the importance of “need to know.” Permission to handle highly 
sensitive information should not mean permission to inspect every sensitive matter in an 
organization. Access should correspond to an actual responsibility. The same principle 
applies outside government: an employee’s legitimate account should not automatically 
grant unrestricted access to every customer’s medical history, financial information, or 
private communications. A person who already belongs inside a system does not face 
the same obstacles as an outsider. That is what makes an insider threat so 
consequential. The organization’s ordinary trust becomes part of the opportunity for 
abuse. 

https://www.fbi.gov/history/cases-and-criminals/robert-hanssen
https://www.fbi.gov/history/cases-and-criminals/robert-hanssen
https://oig.justice.gov/sites/default/files/archive/special/0308/index.htm


Money is visible in the Ames and Hanssen cases. East Germany’s “Romeo” operations 
illustrate a different form of exploitation: turning an intimate relationship into an 
intelligence channel. During the Cold War, Germany was divided into separate states. 
East Germany’s Ministry for State Security, commonly called the Stasi, combined 
domestic repression with foreign intelligence activity. Its foreign intelligence service 
used male operatives to cultivate relationships with women who had access to valuable 
information in the West. Some targets worked in government offices or other sensitive 
institutions. The relationship created an opportunity to request documents under the 
pressure of affection, loyalty, or fear of losing the partner. The CIA’s historical account of 
the Romeo operations 

The cruelty becomes clearer when the relationship is understood as part of someone’s 
actual life. A target could believe that a partner’s attention arose from affection while the 
intelligence service evaluated the connection by the information it produced. The person 
might build routines, expectations, and a future around a relationship whose origins had 
been concealed. Individual cases differed: some targets learned more about the 
espionage and continued willingly; others were deceived about important facts. 
Recognizing manipulation does not erase responsibility for knowingly providing 
protected material. It explains how a decision can be cultivated through a relationship 
that gives one side far more knowledge than the other possesses. 

One especially disturbing episode in the CIA’s account involves an interpreter who felt 
religious guilt about her relationship and espionage. An operative arranged for another 
intelligence agent to impersonate a priest and hear her confession. The supposed priest 
then encouraged her to continue. This was an intrusion into two forms of trust at once: 
intimacy and spiritual counsel. A person seeking moral guidance was placed before 
someone whose actual purpose was to maintain the intelligence operation. The episode 
shows why manipulation can be more destructive than a direct demand for money. It can 
occupy the very relationships a person would ordinarily use to examine doubts and 
recover independent judgment. 

Within East Germany, the Stasi also used information to attack people it considered 
politically threatening. One documented practice was called Zersetzung, a term often 
translated as decomposition or disintegration. It referred to covert measures intended to 
undermine individuals or groups through damage to reputation, relationships, 
confidence, or opportunities. This was political repression using intelligence methods, 
rather than simply foreign espionage. The distinction matters: the objective could be to 
weaken opposition without bringing an ordinary criminal case that exposed the state’s 
actions to public scrutiny. The Stasi’s records and directives provide evidence of the 
practice, rather than leaving it dependent only on later recollections. The documented 
history of Zersetzung, Germany’s Stasi Records Archive 

Information makes such repression more targeted. Knowing whom a person trusts, 
where that person works, what an organization argues about, and which relationships are 
already strained can give an abusive authority opportunities to interfere. The harm 
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extends beyond acquiring private facts. Those facts can be used to alter the victim’s 
social world while concealing who is responsible. This creates an additional injury: 
uncertainty about whether a setback arose naturally, through another person’s choice, or 
through state intervention. These historical practices deserve careful examination on 
documentary evidence. They do not establish that ordinary conflicts or unexplained 
disappointments in someone’s present life are secretly organized operations. 

The United States has its own documented history of intelligence powers being used 
against people exercising political rights. The FBI’s campaign against Martin Luther King 
Jr. provides one of the clearest examples. This was domestic surveillance and covert 
harassment, not a case in which King was convicted of espionage. FBI director J. Edgar 
Hoover was hostile toward him, and concerns about Communist influence became a 
justification for extensive investigation. Attorney General Robert Kennedy authorized 
wiretaps on King’s home and Southern Christian Leadership Conference offices in 
October 1963. The subsequent campaign sought material that could damage King’s 
standing and weaken his leadership. Stanford’s King Institute on the FBI campaign 

In 1964, the FBI anonymously sent King a package containing a recording and an abusive 
letter. King and his associates understood the letter as pressuring him to kill himself to 
avoid exposure and humiliation. That interpretation was recorded in the later Senate 
investigation. The responsible way to describe the episode is to identify the documented 
package and how its message was understood, without adding claims the evidence does 
not establish. The facts are already severe: a federal investigative agency used secretly 
gathered personal material in an effort to injure the standing and psychological security 
of a civil-rights leader. The Senate’s findings on intelligence activities and individual 
rights 

The larger lesson concerns the difference between investigating a credible threat and 
deciding that a person’s political influence must be destroyed. Once an agency adopts 
the latter objective, it can begin treating embarrassing information as useful regardless 
of whether it proves a crime. Private life becomes a source of pressure. Relationships 
become opportunities for interference. The individual is no longer simply being 
investigated for a defined offense; the institution is trying to reduce that person’s ability 
to act. In King’s case, the target was leading a movement demanding rights the country 
professed to protect. The abuse lay partly in turning public authority against that 
legitimate work. 

The Church Committee, a Senate investigative committee established in 1975 and named 
for its chairman, Senator Frank Church, examined abuses by American intelligence 
agencies. Its findings included improper domestic surveillance and other covert 
activities. Congressional investigation matters here because secret institutions cannot 
be judged solely through their own assurances. Oversight means that people outside an 
operation possess the authority, access, and independence to examine it. Secrecy may 
be necessary to protect a source, but that need does not justify shielding every decision 
from scrutiny. The historical record demonstrates why legality, proportionality, and 
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political neutrality require mechanisms stronger than confidence in the people currently 
holding office. The Senate’s history of the Church Committee 

Modern espionage can place a technology employee in a position once associated with 
someone inside a government ministry. In 2022, a federal jury convicted former Twitter 
employee Ahmad Abouammo of offenses arising from his secret work for Saudi 
interests, including acting as an agent of a foreign government without the required 
notification. Evidence at trial showed that he accepted benefits in exchange for 
accessing and conveying private user information. At least one targeted account 
criticized Saudi authorities. The protected information belonged to platform users, rather 
than to a military office. Its potential value was the ability to learn more about people 
speaking under conditions where identification could expose them to state pressure. The 
Justice Department’s account of the trial evidence 

The legal history requires an update rather than stopping at the original conviction. In 
June 2026, the Supreme Court overturned Abouammo’s obstruction conviction because 
that charge had been tried in the wrong location. The decision concerned the proper trial 
venue; it did not overturn his other convictions. This detail illustrates why precision 
matters even in an account of serious misconduct. A defendant retains procedural rights, 
and a ruling on one count should not be described as either a complete exoneration or 
an irrelevant technicality. The underlying case also illustrates transnational repression: a 
government extending pressure against critics across national borders, in this instance 
by obtaining information through an employee at an American company. The Supreme 
Court ruling and the convictions it left intact 

The general danger is understandable without claiming that every exposed user suffered 
a particular outcome. A person may publish criticism under a pseudonym because 
attaching a legal identity could endanger employment, relatives, or freedom. A company 
may hold the private details that connect the account to that person. When an employee 
transfers those details to a government interested in identifying critics, the informational 
barrier can collapse. This is why data protection can become a human-rights matter. An 
account record that seems administratively routine inside a company may be highly 
consequential outside it. The value of information is determined partly by the power and 
intentions of whoever receives it. 

Espionage history also contains a different category of outrage: an innocent person 
destroyed by a false accusation of spying. Alfred Dreyfus, a Jewish officer in the French 
army, was wrongfully convicted in 1894 of passing military secrets to Germany. He was 
stripped of his rank and sent to Devil’s Island, the penal colony in French Guiana, where 
he endured years of imprisonment. Antisemitism influenced the case and the public 
agitation surrounding it. Dreyfus was not an example of a spy whose methods became 
cruel. He was a victim of a system that claimed to be identifying betrayal while 
committing a grave injustice. The United States Holocaust Memorial Museum’s account 
of Dreyfus 
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Evidence later pointed toward another officer, Ferdinand Walsin Esterhazy. The army’s 
resistance to acknowledging its error helped turn the affair into a prolonged national 
crisis. Forged evidence further corrupted the case. Dreyfus was pardoned in 1899 and 
finally exonerated in 1906. A pardon and an exoneration are different: a pardon can 
relieve punishment without establishing innocence, while exoneration clears the person 
of the accusation. The years between those outcomes were not a minor administrative 
delay. His liberty, health, reputation, family life, and career had already been damaged. 
The evidence, concealment, and eventual clearing of Dreyfus 

This case exposes the danger of allowing prejudice to substitute for proof. An accusation 
of espionage is especially powerful because it can be accompanied by claims that the 
evidence is too secret to show. The public may then be asked to trust the institution 
making the accusation, while the accused struggles to challenge the underlying material. 
Once reputations inside that institution depend on defending an earlier judgment, 
protecting the organization can become more important than correcting the case. The 
demand for evidence, a fair hearing, and the ability to contest accusations therefore 
protects more than the individual defendant. It protects the investigation from becoming 
a vehicle for discrimination or institutional self-preservation. 

These histories should not leave the impression that every act of clandestine information 
gathering serves oppression. Harriet Tubman’s Civil War intelligence work demonstrates 
a different purpose. Working with networks that included local people knowledgeable 
about South Carolina’s waterways and plantations, she helped obtain information used in 
the Combahee River Raid of June 1863. Union forces, including African American 
soldiers, carried out the operation with her assistance, and more than seven hundred 
enslaved people gained freedom. The intelligence came in part from people whose 
knowledge had been undervalued by the system holding them captive. Information about 
terrain, movement, and danger became useful to liberation. The National Park Service on 
Tubman and the Combahee operation 

Tubman’s example makes moral judgment more demanding than simply deciding that 
secrecy is always wicked or that serving a government is always honorable. The 
purpose, methods, targets, and foreseeable consequences all matter. Gathering 
information to help people escape enslavement differs morally from purchasing identities 
so that a dictatorship can punish dissent. That judgment does not depend solely on 
which flag appears on an official document. Governments can pursue legitimate 
protection and commit abuses; individuals can act courageously and still require 
scrutiny. Espionage describes a kind of activity. Evaluating it requires examining what 
the activity actually serves. 

The same care applies to leaks and whistleblowing. A leak is an unauthorized disclosure. 
Whistleblowing concerns reporting wrongdoing, often through particular protected 
channels, although the scope of legal protection varies. Espionage and unauthorized 
disclosure can overlap in some legal cases, but the terms do not settle motive or public 
value by themselves. Secretly supplying identities to a foreign intelligence service differs 
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from reporting misconduct to an authorized inspector general. Publishing material can 
raise further issues involving public interest and risks to others. A serious assessment 
follows the evidence of what was disclosed, to whom, through which channel, and with 
what consequences, rather than allowing a flattering or condemning label to do all the 
work. 

There are also limits to what the public can know about a particular operation. An 
indictment states accusations; it is not a verdict. A guilty plea establishes admitted 
conduct within the legal proceeding, but it may not disclose every operational detail. A 
declassified report makes formerly restricted information available, sometimes with 
substantial passages still removed. A memoir can offer firsthand experience while 
omitting embarrassing facts or exaggerating the author’s importance. Official accounts 
deserve attention and comparison, especially when agencies are describing their own 
successes or failures. Secrecy creates gaps in the record, but a gap is not permission to 
invent what belongs there. 

Across these cases, the most serious damage often arose from the conversion of a 
protective relationship into an avenue of harm. Ames occupied a system intended to 
safeguard sources. Hanssen worked within counterintelligence. Romeo operatives 
exploited affection, and in one documented episode even imitated spiritual guidance. The 
FBI campaign against King turned investigative powers toward intimidation. The Twitter 
case involved access entrusted to an employee to serve a platform’s users. Dreyfus 
depended on an institution that should have examined evidence fairly. The settings differ, 
but the common danger is recognizable: someone receives power because others rely on 
a role, then uses that power against the people or obligations the role was meant to 
protect. 

Understanding espionage therefore requires keeping the human meaning of information 
visible. A source file contains a person’s exposure to danger. A private account contains 
traces of someone’s life. A confidential conversation may reveal people who never 
agreed to become part of an intelligence contest. Once copied, those details can travel 
beyond the control of the people they describe. The decisive act may occur quietly, at a 
desk, during a meeting, or through an ordinary-looking exchange. What determines its 
gravity is the chain of consequences it sets in motion—and whether the people 
exercising power remain answerable for where that chain leads. 

 


